MamsaTka s o0yyaromuxcsa 00 HHGOPMALMOHHON 0e30MaCHOCTH J1eTel

HEJIb351

1. Bcem mozipsi cooO1IaTh CBOO YacTHYIO HHPOPMAIHIO (HacTosImue uMs, hamrimio, TenedoH,
ajipec, HOMEp IIKOJIbI, a TaKke (HoTorpaduu CBOH, CBOCH CEMbU U Ipy3eii);

2. OTKpBIBaTh BIIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIb OTIIPABUTEIS;
3. I'pyOuTth, npuanpaThCs, OKa3bIBaTh JaBICHUE - BECTH Ce0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacriopspkaiicst JeHbI'aMH TBOCH CEMbH 0€3 pa3pelleHHsI CTapIInX - BCeTIa CIpaimBai
poauTeneit;

5. He Bcrpeyaiics ¢ IHTEpHET-3HAaKOMBIMHU B pEaIbHOM JKU3HU - IIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JOBEPSCIIb.

OCTOPOXHO

1. He Bce numryt mpaBay. Yutaems o cedbe HerpaBay B HTepHeTe - coo01u 06 5TOM CBOUM
POJIUTENAM WM ONEKYHAM;

2. [lpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATLCS - IPOBEPD, HET JIU MOJBOXA;
3. HesakonHoe konmpoBaHue ¢aiioB B IHTepHETE - BOPOBCTBO;
4. Becerpa paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. I/ICHOHBSYﬁ HaCTpOﬁKH 0€30IacHOCTH U IIPUBATHOCTH, YTOOBI HE IMOTEPATb CBOU AKKAYHTHI B
COLCCTAX U APYIrux noprajiax.

MOYKHO

1. YBaxaii Ipyrux rnojap30BaTeNe;

2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBHIX YBEPEH;

4, O6H_[3.TBC}I 34 IOMOMIBIO B3POCJIBIM - pPOAUTCIIN, OIICKYHBI U AAMUHUCTPAHA CaliTOB BCceraa
IMOMOT'YT;

5. IIpoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTyUH MACMIOPT HUGPPOBOrO rpaskI1aHuHA!

HudpopmaunonHasi namMaTKa i 00y4alouuxcsi AJsi pa3MenieHus Ha 0(pMIHATbHBIX
HHTEPHeT-pecypcax

C xax1bIM T'OZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTCA OOJIbIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET U MpoOeMbl. DTa mamsTKa JODKHA ITOMOYb Tebe 6e301acHo
HaXOJUTHCS B CETH.

KomnbrorepHbie BUpPYChI

KoMnbroTepHsIil BUPYC - 3TO pa3HOBUJHOCTh KOMIIBIOTEPHBIX MTPOTrpaMM, OTINYUTENBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIOCOOHOCTh K pa3MHOKEHHIO. B omonHeHne Kk aTomy,
BHUPYCHI MOT'YT MIOBPEAUTH UJTU MOJTHOCTHIO YHUUYTOXKUTH BCE (ailiibl U JaHHbIE,
MOJKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOTo ObliIa 3aMylleHa 3apakeHHas IporpaMma,
a TaKKe MOBPEIUTh WX JaKe YHUUYTOKUTH ONEPAIlMOHHYIO CUCTEMY CO BceMU ¢aitnaMu B
1esioM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHSAIOTCS BUPYChI Uepe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Mcnonb3yi COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3AIUTHI
OT BPEJOHOCHBIX IPOTPaMM,;

2. IlocTosiHHO ycTaHaBIMBal MayTH (LIUQPPOBBIE 3aIJIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIUBAIOTCS C IEJIbIO JOPAOOTKHU MPOTPaMMBbI) U IPYTHE OOHOBJICHHS CBOCH



oTepanroHHOM cucteMbl. CkauuBail X TOJIBKO ¢ opunmansHoro caiira paspadorunka OC. Eciun
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 1101 ITpaBaMHU I10JIb30BaTENs, a HE aAMMHHUCTpATOpa. JTO HE
HI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAIIMPOBATHCS HA TBOEM MEPCOHAIIEHOM
KOMITBIOTEPE;

4. Vcrionb3yii aHTUBUPYCHBIE IPOIPAMMHBIE ITPOIYKThI U3BECTHBIX TPOU3BOIUTEIIEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannyb (HU3HYECKHA JOCTYI K KOMIIBIOTEPY Il TOCTOPOHHUX JIMLL;

6. Mcnonp3yii BHEIIHKWE HOCUTENH HH(DOpMaLuY, Takue Kak (remika, TucK win (aiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHKOB;

7. He oTKphIBaii KOMIIBIOTEPHBIE (halyIbl, MOTYyYEHHBIE U3 HEHAICKHBIX HCTOYHHUKOB. Jaxe Te
daiinbl, KOTOpbIE MPUCITAT TBOW 3HAKOMBIi. Jlydllie yTouHH y HETo, OTIPABJISI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 310 He BHJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIuIIb Open 1, mapka. Emie B 1991
roJly HUJepaaHackas kommnanus 3apeructpuponaia opern "WECA", yto 0603Hagano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "0ecripoBOAHAsI TOYHOCTD'.

Jlo Hamero BpeMeHHU JIoNuIa apyras abopeBrarypa, KoTopas sSBISETCS TAKOW ke TEXHOJOTUEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHAApT BhICIIEH
3ByKoBoO# TexHuku Hi-Fi, uTo B mepeBoie 03HadaeT "BbICOKast TOYHOCTH".

Ja, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U adpOoropTax SBISETCS OTIUIHOM
BO3MO>KHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCTIEPTHI CYUTAIOT, YTO O0MIeA0CTYyITHBIE Wi-
Fi cetu He saBisiroTCst 0€30TaCHBIMU.

CoBeTbl 10 0e30MaCHOCTH PaGoThI B 001eN0CTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro TuuHy0 HH(popManuio yepes odmmenoctynssie Wi-Fi ceru. PaGoras B
HUX, JK€JIaTeJIbHO He BBOJUTH MAPOJIM JOCTYIA, JIOTUHBI U KaKue-TO HOMEpa;

2. Ucnonb3yit 1 OOHOBIISAN aHTUBUPYCHBIE IPOTpaMMBbl U OpaHaMayep. TemM caMbIM Thl
oOe3omnacuiib cedst OT 3aKauKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkuuto "OOmuit foctyn k (aiinam u npuHTepam”.
JanHas GyHKIUS 3aKphITa [0 YMOITYAHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATENN AKTUBUPYIOT €€
ISl yT0OCTBA MCTIONIb30BaHUs B paboTe UiIH yueoe;

4. He ucnonw3yit myosnnuneiii WI-FI s nepegaun AMUHBIX JaHHBIX, HAIpUMeEp IS BBIXOJIA B
COIIMAJIbHBIE CETU WJIM B DJIEKTPOHHYIO MTOUTY;

5. Ucnonw3yii Tonbko 3amuiienHoe coeauHenne yepes HTTPS, a ue HTTP, 1.e. mpu Habope

BeO-azpeca BBOAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkmtoun pynkumio "Tlogkmouenne k Wi-Fi aBromatudecku'. He

JIOTTyCKail aBTOMAaTUYEeCKOT0 MOAKIYeHUs ycTpoiicTBa k ceTsiM Wi-Fi 0e3 TBoero cornacusi.
CoumnajbHble ceTH

ConmanbHbIE CETH aKTUBHO BXOJIST B HAIlY KM3Hb, MHOTHE JIFOJIA PAOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MULIIHAp/ YEIOBEK, UTO SIBISIETCS OJHOMN
CeIbMOM BCEX JKHUTEJNEH TIaHeThl. MHOTHE MOJIh30BaTeN HE TOHUMAIOT, 9YTO HH(pOpMaIus,
pa3MeIeHHas UMY B COIIMATBHBIX CETSIX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHa K€M yrOJIHO, B
TOM YHUCJIe HE 0053aTeIBHO ¢ OJIaTMH HAMEPCHHSIMH.

OcHOBHbBIE COBETHI IO 0€30IACHOCTH B COIHAJIBLHDBIX CETAX:

1. Orpanu4p CIUCOK Apy3eh. Y TeOs B APY3bsIX HE JOJKHO OBITh CITYYailHBIX U HE3HAKOMBIX
JIFOJICHA;



2. 3amMiaii cBOrO YacTHYIO KU3Hb. He yka3piBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXJIEHUS U APYTYIO JUUHYI0 HHPOPMALKIO. 37I0YMBIIIJIEHHUKHA MOTYT MCIIOJIb30BaTh JaXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amumiaii CBOIO peryTalHtIo - IepKU €€ B YUCTOTE U 3aJaBail cebe BOpoc: XOTel Obl Thl,
4TOOBI APYTUe MOJIb30BATENN BUJIENHN, UTO ThI 3arpyskaeuib? Ilogymail, mpexae 4em 4To-To
OI1yOJIMKOBAaTh, HAIMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPUIIIH C JTIOAbMH, KOTOPBIX HE 3HACIllb, HE UCIIOJIb3YH CBOE pEaIbHOE UM U
JIPYTYIO JTUYHYIO HHGOPMAIUH: UM, MECTO KUTEIIbCTBA, MECTO y4eObl U MpoUee;

5. N36eraii pazmenienus pororpaduii B IHTepHETE, T1IE TH N300paKEH HA MECTHOCTH, 110
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. HpI/I perucrpanuu B COHHaHBHOﬁ CETH H€06XO,I[I/IMO HCII0JIB30BATh CJIOKHBIC ITAPOJIH,
COCTOAIIHE U3 6YKB u I_II/I(I)p 1 C KOJINYCCTBOM 3HAKOB HC MCHCC 8;

7. Jlns couuanbHOM CETH, MOYTHI U JPYTUX CAMTOB HEOOXOIMMO UCIIOIB30BaTh Pa3HbIE MapOJIH.
Torma ecnu T€0s B3IOMAOT, TO 3JIOYMBIIIJICHHUKH TIOTy4aT JOCTYH TOJIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

9J'IeKTpOHHBIe JCHBI'M - 3TO OYCHb y,I[O6HBII>i croco0 HJIaTe)KefI, OAHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTb 9TU ACHBI'U.

DNEeKTPOHHBIC IEHBIM MOSIBUIIUCH COBCEM HEAAaBHO M MMEHHO M3-32 3TOI'0 BO MHOTHUX
rocyJapcTBax JI0 CHX IOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHn (yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHCAHO B 3aKOHE, TJIe UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3peliaeTcs NpoBOAUTH onepaluu 6e3 uIeHTU(UKALIUY T0JIb30BaTeNs, a B
HEaHOHHWMHBIX UACHTU(UKAIIMS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxxe CJICAYCT pa3jindaThb 3JICKTPOHHBIC (I)I/IaTHBIe JACHbBI' (paBHLI TOCyJapCTBCHHBIM
BaJ'IIOTaM) U JJICKTPOHHBIC He(i)I/IaTHLIe JACHbBI' (He PpaBHBI TOCYAapCTBCHHBIM BaJ'IIOTaM).

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C JJICKTPOHHBIMU NCHBIAMMU:

1. ITpuBsiku K cueTy MOOUIIBHBIN Tene(oH. ITO caMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH J10CTYT K cueTy. [IpuBsa3anHblif TeneoH MOMOXET, eciu 3a0yAelb CBOM
IUTATEXKHBINA NTApOJIb WIIU 3aiACIIb HA CAliT C HE3HAKOMOI'O YyCTPOUCTBA;

2. Ucnonw3yit onHOpa3oBbie maposu. [locie nmepexoa Ha YCUIIEHHYIO aBTOPHU3alIUIo0 TeOe yKe
He OyJIeT yrpo’kKaTh OMAaCHOCTh KPaXKH WJIM MepexBaTa TIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIil mapons. [lpectynHukam Oyner He MPOCTO yraJaTh CIOXKHBINA Tapoib.
Hanexnsle mapoiu - 3To mapoJin, KOTOphIe CoJiepKaT He MeHee 8§ 3HaKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAaK J0Ju1apa,
¢byHTa, BOCKJIHIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE JI0BEPSCIIb.
JJIeKTPOHHAS MOYTA

DnEeKTpOHHAs NOYTA - ITO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH I10 MEPECBHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOpPBIE pacTIpeesiiOTC B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIEIYIOIUM 00pa3oMm:
uMs_TI0JIb30BaTeNss(@umMsi_oMeHa. Takke Kpome rnepeaadu IpocToro TeKCTa, UMEeTcs
BO3MOXKHOCTb TepeaaBaTh (paispl.

OcHoBHBIE COBETHI 10 0e30MacHoil padoTe ¢ JIEKTPOHHOI MOYTO:

1. Hamo BeIOpaTh mpaBUIIBHBIN MOYTOBBINA CepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
6GCHHaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYUIIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HCpBBIfI B
pEUTHHTE;



2. He yka3bIBaii B TMYHOM 1MoyTe JIMYHYIO HH(opMmaruo. Hanpumep, rydrie BEIOpaTh
"My3bIKanbHbIN _(aHaT@" umn "pox2013" Bmecto "Temal3";

3. Mcnonp3yil IBYX3TallHYIO aBTOPU3ALMI0. JTO KOTAa IOMUMO [apOoJIsi HY’KHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;

4. Beibepu ci10KHBIN naposab. J{J1s Kak10T0 OYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3MOKHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MOKHOCTB;

6. Mcnosib3yi HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbIi /151 YaCTHOM MEPENUCKU C aJipecaTamu,
KOTOPBIM ThI JIOBEPSIEIIb. ITO JIEKTPOHHBIN aJipec HE Ha/I0 UCIIOJIb30BATh MIPU PETUCTPAIIUN Ha
dopymax u caiitax;

7. He oTkpbiBaii (paitiiel U Apyrue BIOKEHUS B MICHMAX, IaXKe €CITM OHU MPUIIUTH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (aiiisr,

8. ITociie okoHyaHus1 pabOTHI HA ITOYTOBOM CEPBHCE IEpe;] 3aKPHITUEM BKIIAJIKH C CAUTOM HE
3a0y1b HAXaTh Ha "BeiidTi".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymuHr - mpecieoBanue coOOIEHUSIMHE, COACPKAIIMMA OCKOPOJICHNUS, arpeccHIo,
3alyTMBaHKE; XYJIUTaHCTBO; COLATIbHOE OOMKOTHPOBAHKE C TOMOIIBIO Pa3INYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KHOepOyJIMHIOM:

1. He ©pocaiics B 60i. Jlydmuii cioco0: mOCOBETOBATHCS KakK ce0sl BECTH U, €CIIU HET TOTO, K
KOMY MOKHO 00paTUTHCS, TO BHAYAJIe YCIIOKOUTHCS. ECiii Thl HAYHEIIb OTBEYaTh
OCKOPOJIEHUAMH Ha OCKOPOJICHHUS, TO TOJBKO eI1ie O0IbIIe pa30XKKEITh KOHPIUKT;

2. Yopasinaii cBoeil kubeppenyrammei;

3. AHOHUMHOCTb B C€TH MHHUMaS. CYH_[CCTByIOT CITIOCOOBI BBISICHHUTDB, KTO CTOUT 3a aHOHUMHBIM
AKKAaYHTOM;

4. He cTout BecTH XynuraHckui oOpa3 BUpTyalibHOM ku3HU. IHTEpHET puKcHUpyeT BCe TBOU
JEHCTBUS U COXpaHSEeT UX. Y JaIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHIYHbIN HeratuB. OJTHOPa30Bble OCKOPOUTENbHbIE COOOIICHUS JTyYllle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B nmporpammax 00MeHa MTHOBEHHBIMH COO6I_I_ICHI/I$IMI/I, B COLIMAJIBHBIX CCTAX
€CThb BO3MOXHOCTb 6J'IOKI/IpOBKI/I OTIIPaBKH COO6H.ICHPII>1 C OIIPCACIICHHBIX aApPCCOB;

8. Eciu b1 cBUaeTens knubepOyiuinara. TBoU NeWCTBUS: BEICTYIIUTH MPOTUB MIPECIICIOBATENS,
[0Ka3aTh €MY, UTO €ro JEWCTBUS OLICHUBAKOTCS HETATUBHO, MTOAAEPKATH )KEPTBY, KOTOPOU
HY)KHA IICHXOJIOTHYECKask IOMOIIb, COOOIUTH B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEICHHUS B
CETH.

MoOunbHbIi TesiedoH

CoBpeMeHHbIe cMapTHOHBI U TIAHIIETHI COIEPKAT B c€O€ BIIOJIHE B3POCIBINA
(GyHKIIMOHAN, U TENEPb OHU MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMUA KOMIIBIOTEPAMH.
OmHako, CPeCTB 3aIUTHI TS TTOJIOOHBIX YCTPOMCTB MTOKA OUY€Hb MaJlo. TeCcTupoBaHUE U TTOUCK
YHBBHMOCTeﬁ B HUX NPOUCXOJUT HC TaK MHTCHCUBHO, KaK IJIsA HK, TO K€ CaMO€ KacacTCia U
MOOMJIBHBIX TPHIIOKEHHH.

CoBpeMeHHBIE MOOMITBHBIE Opay3ephl YKe MPAKTUIECKU JOTHAIH HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacuiupeHre GyHKIIMOHATA BICYET 32 COO0N OOJBIIYIO CII0KHOCTh M MEHBIITYIO
3aIIUIIICHHOCTb.



Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHICCKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE€ COBETHI JJIA 0€3011aCHOCTH MOOMILHOTO TeJ'Ie(bOHaZ

Huyero He sBIsieTCst O-HACTOAIIEMY OeCTUIaTHRIM. Byb OCTOpOKEH, Belb Koraa Tede
npeiaraloT 0eCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpex e uem otnpaBuTh SMS, ¢oto mwim Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU OYIyT B
KOHEYHOM uTOore?

Heo0xo1umMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIIsI MOOMJIBHBIX TeNE(OHOB,;

He Sal"p}I)KaI\/'I IIPUITIOKEHUA OT HCU3BCCTHOI'O HICTOYHHUKA, BEAb OHU MOTYT COACPIKATh
BPCAOHOCHOE IIPpOIrpaMMHOE 06CCHC‘ICHI/IC;

[Toce Toro Kak ThI BRIMICIIB C CaiiTa, TJI€ BBOIIII JIMYHYIO HH(POPMAITUIO, 3aiI1 B HACTPOUKH
Opay3epa u ynanmu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX ThI 3HACIIH H KOMY
JIOBEpsiCLIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTa Thl UM HE ToJb3yenibes. He 3a0biBaii mHOT A
MIPOBEPSITH 3TO.

Online urpsi

COBpeMeHHBIG OHJIaf/'IH-I/II‘pI)I - OTO KpaCOYHBIC, 3aXBAaTbIBAIOIIUEC PA3BJICUYCHUA,
O6’L€,Z[I/IHSII-0H_II/IC COTHH TBICAY YCJIOBCK 110 BCEMY MUDY. I/IFpOKI/I HUCCICAYIOT JAHHBIN UM Mup,
06IIIaI-OTC5I APyr C APpYTOM, BBIIIOJHAIOT 3aJaHHA, CPAKAIOTCA C MOHCTPaMHU U MMOJIY4YarOT OIIBIT.
3a YAOBOJIbLCTBUEC OHU IUIATAT. IIOKYIIAOT AUCK, OIIAYNUBAIOT a0OHEMEHT HIIH an/I06peTa10T
KaKuC-TO OIIIIKMH.

Bce aTH cpenctBa nayT Ha noAepKaHUE U Pa3BUTUE UIPBI, @ TAK)KE HA CaMy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPH3ALIUH, BBIITYCKAIOTCS HOBBIE MATYU
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT OIlaCaTbCAd HC CTOJIbKO CBOUX COIICPHHUKOB, CKOJIbKO KPaXXn
TBOCTO MMapoOJid, Ha KOTOPOM OCHOBAHA CUCTEMaA aBTOPU3AIIUU OOJIBIIIMHCTBA urp.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecniu apyroii urpok BeneT ceOs MI0X0 WK co37aeT Tebe HEMPHUSITHOCTH, 3a0JI0OKUpYil ero B
CIIFICKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpPATOPAM HI'PbI HA IJIOXO0C MOBCACHUC 3TOI'0 UT'POKaA, KCIIATCIIbBHO
MMPUITOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3biBaii 1uHyt0 HHGOpMaIUIo B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIDE;

5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcrionb3yi CIOXKHBIE U pa3HbIE MTApOJIH;

7. Jaxxe BO BpeMsI HTPBI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [IoKa ThI Urpaemns, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

OUIIMHT 1IN Kpaxka JUIHbIX JaHHbIX

OObIuHOM Kpaskell IeHeT U TOKYMEHTOB CETO/Hs Y)Ke HUKOTO HE YAUBHUIIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHI 3JT0YMBIIICHHUKH TIEPEMECTIIINCH B MHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JTeTTOM.

Tak nosiBUIIaCh HOBas yrpo3sa: MHTCPHCT-MOUICHHUYCCTBA U (I)I/IH_II/IHF, TJIaBHas 1OCiab
KOTOPOro COCTOUT B IIOJTYUYCHUHA KOH(bI/II[eHHI/IaJ'II)HBIX JaHHBIX IIOJIL30BATEJICH - JIOTHHOB U



naposeil. Ha anrnuiickom si3bike phishing untaercs kak ¢pummnr (ot fishing - peidHas 1081,
password - mapoJib).

OcHoOBHBIE COBETHI 110 00pbL0Ee ¢ PUIIMHTOM:

1. Cnenm 3a cBOMM akkayHTOM. Eciii ThI 1TO103peBacIilb, 4YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KHPOBATh €€ U COOOLIUTH aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnonb3yit 6e3omacHbie BEO-CaThI, B TOM YKCJIEe, NHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;

3. Wcnonp3yii cnokHble U pa3Hble Mapoiu. TakuM oOpa3om, eciiu Teds B3JI0MaloT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3110MaIH, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
N00aBJIEeHBI y TEOS B PY3bsiX, O TOM, YTO TeOs B3JIOMAaJH U, BO3MOXHO, OT TBOETO UMEHU OyIeT
pacChUIAThCS CIIaM M CCHUIKM Ha (DUILIMHTOBBIEC CAlTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMITBHBIN TenedoH;
6. OTKIII0YM coXpaHEHHE Mapods B Opaysepe;

7. He oTkpsiBaii ¢ailsibl U Apyrue BIOKEHUS B IHUCbMaX, AaXK€ €CIIM OHU MPULIIU OT TBOUX
npys3eil. Jlydiie yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3T (paiibl.

Hudposas penyranus
[udposas pemyranus - 5T0 HETaTUBHAS WJIH MTO3UTUBHAS MH(POPMAIUS B CETH O TeOe.
Komnpomerupyromas nadopmarus, pa3mMerieHHas B UHTEPHETE, MOXKET CEphE3HBIM 00pazomM
OTpa3uThCs Ha TBOeH peanbHOU *u3HU. "L{udposast penyranus" - 3T0 TBOM UMUK, KOTOPBIH
bopmupyetcs u3 nHGoOpMaIu o0 TeOe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘leGH, TBOC (I)I/IHaHCOBOC TTOJIOXKCHHUC, 0COOEHHOCTH XapaKkTepa
" pacCKa3bl O OJIM3KUX - BCE ATO HAKAIJIMBAECTCS B CETH.

MHorue nopoCTKH JETKOMBICIIEHHO OTHOCATCS K ITyOJIMKAIMK JMYHON MH(DOpMaIuK B
WuTepHeTe, HE MOHUMAsi BO3MOXHBIX 1ociecTBUN. Thl 1axe He CMOKEIIb A0ralaThCs O TOM,
yTo (poTorpadus, pazmelieHHas S5 JeT Ha3ald, cTaja NIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmenienue TBoux gororpaduil u qpyrue 1eicTBUs MOTYT He
HCYC3HYTH OaXKE IOCJIC TOTO, KaK Thl UX yAAJIUIIb. Tw1 HE 3HaCb, KTO COXpaHUJI OTY
UH(OpPMalIKIO, TIONaJia JIM OHA B TOMCKOBBIE CUCTEMBI U COXPaHMJIACh JIM OHA, a IJIABHOE: YTO
NOyMaroT 0 TeOe OKpYKaroIIKe JH01, KOTOpble HalAYT U YBUIAT 3T0. Halitn nHpopmaruio
MHOT0 JIET CITYCTSI CMOXET JI000i1 - Kak u3 J0OpBIX MOOYKICHUH, TaK U C HAMEPEHHEM
OPUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOJTHO.

OcHoBHbBIE COBETHI 0 3a1MTe HH(PPOBON penmyTanuu:

1. [Tonymaii, mpesxe ueM 4To-To MyOIMKOBaTh U NepeaBaTh y cedst B 010re Ui B COLUAIbHON
CeTH;

2. B Hactpoiikax npouis ycTaHOBU OrpaHUYEHUS Ha IPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’)KUMOT0, CIENIAal €ro TOJIBKO "uIsl Ipy3ein';

3. He pa3menaii 1 He yka3biBaii HHPOPMAIIUIO, KOTOPAsk MOXKET KOTO-THO0 OCKOPOJISATH UK
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE NIKOJIBHUKY - aKTHBHBIE ITOJI30BATEHN U(PPOBOTO MIPOCTPAHCTBA.
OpHaKo aneko He BCe 3HAIOT, YTO M0JIb30BaHHE MHOTMMH BO3MOXKHOCTSIMH LIU(POBOTO MUPA
TpeOyeT coOIIoACHNs TPaB Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTbD.

TepmuH "HHTEIEKTyaIbHAsI COOCTBEHHOCTB' OTHOCHTCS K Pa3JIMYHBIM TBOPESHUSIM
YeJI0OBEYeCKOro yMa, HAaUMHas ¢ HOBBIX H300pPETeHUI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh



Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUTramMu, pororpadusaMu, KHHOQUIbMaMH U
MY3bIKQJIbHBIMU ITPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAYE€CTBE FApaHTUH TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HAlpacHbIM, AaCT €My CIIpaBeJIMBbIE
BO3MOXHOCTH 3apab0TaTh Ha pe3yibTaTax CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3zpemieHust aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
yOJINYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATH, ITyCKaTh B IIPOKAT, IyOIMYHO
UCIIOJIHATD, I0KA3bIBATh/UCIIOIHAT B 3(Hpe UK pa3meriaTts B VIHTepHeTe.

Hcnonp3oBanue "MupaTckoro” mporpaMMHOr0 00€CIIeYeHHs] MOXKET IPUBECTH K MHOTUM
pHCKaM: OT OTEPH JAaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOWUCTBA, I/ie
yCTaHOBJICHA HeserajbHast mporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JICTaJIbHBIE
1 OecruIaTHBIE IPOTPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJie

CereBrU4OK.p( - TBOU ITIaBHBIM COBETYHK B CETU. 37IECh Tl MOXEIIb Y3HATH O
0€30MacCHOCTH B CETH MOHSTHBIM U JJOCTYITHBIM SI3bIKOM, & TIPU BO3HUKHOBEHUU KPUTUUECKOM
CUTYalluu OOPATUTHCA 32 COBETOM. A TakKe MPUHSITH Y4aCTUE B KOHKYpPCAX U CTaTh CAMBIM
U(POBBIM TpakIaHUHOM !



